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YBaxaemblil AnekcaHgp MBaHoBMY!

Coobuwatw Bam, 4yTo B CTpyKType npecTynHocTu Bonrorpagckoii obnactu
COXpaHAKTCA HeraTMBHble TEHAEHUWUW YBENIMYEHUS KONM4YecTBa PErucTpupyembix
npecTynneHuii no ctatbsam 159 - 159.6 YK PO,

B 2017 ropgy Ha Tepputopum Bonrorpafckoi obnactum cosepweHo 4920
MOLUEHHUYECKNX AeWCTBUIA, 4TO Ha 17,5% 60nbwe, yem B 2016 rogy (B uenom no
Poccum + 6,8%, HODPO + 9,0%). B cTpykType npecTynHocTu Bonrorpagckoi
obnacTM JaHHbIA  BMA npecTtynneHns cocTtaBndet 19,2% (AN -  17,6%).
MogaBnatwowee  OONbWMWHCTBO  NPECTYNNEHUA  COCTaBAAKT MOLUEHHUYecTBa
06LLLeyrofOBHON HanpaBAEHHOCTU, KOMMYECTBO KOTOPbIX YBEAMYMnocb Ha 17,1%
(4614, AT1-3940).

CnpaBoYHO: HECMOTPSA Ha YBeNMYeHUEe MOLIEHHUYECTB  3KOHOMMWYECKOM
HanpaBneHHocTM Ha 23,4%, UX KOANYECTBOB CTPYKTYpe pasinyHbIX BUAO0B
npecTynneHnii HesHaunTenbHo (306, AN - 240).

Mpn 3Tom, ¢ ncnonb3oBaHnem cetn WHTepHeT B 2017 rogy coseplieHo 43,9%
nNpecTyniaeHnin oT 06LWEro Yynucna NpecTynieHnii pasnnyHoro emnga. Kaxpgoe cegbmoe
MOLIEHHWYECTBO WAM Kpaxa C 3/1eMeHTaMW MOLUeHHMYecTBa COBeplUaeTcA B
OTHOLIEHNUN MOXUNbIX FPpaxaaH.

OpraHamMn BHYTpPeHHWUX [en BefeTcA akKTUBHaA npodunaktuyeckad paborta B
XWNOM CeKTOpe, HampaBfieHHas Ha npeaynpexieHue npecTynfeHUi, CBA3aHHbIX C

MOLWEHHUYECKNMMUN AEI‘/IICTBI/IFIMI/I.
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BmecTe ¢ Tem, B Lenax noBbliWeHUs 3DPEKTUBHOCTU Mep, HanpaBAeHHbIX Ha
npouNakTUKy U1 npeaynpexaeHne MOLWEHHWYECTB B OTHOLUEHWW TpaXiaH,
TpebyeTca cnaxeHHas paboTta He TO/MIbKO COTPYAHWUKOB MOMULWW, HO U BCEX
CyO6beKTOB CUCTEMbl MNPOPUNAKTUKK, COLMANbHLIX YYpeXxAeHUn, pasindHbIX
0OLWECTBEHHbIX [ABWXXEHWIA W opraHusauuii, B TOM 4YUCNe MYTEM W3rOTOBMEHUS U
pacnpocTpaHeHUss TeMaTM4YyecKMX namAToK, 6aHHepoB, nyb6nuMKauuii B cpeacTBax
MaccoBOl MHDopmaLuu.

Mpowy u4epe3 rfnaB MyHuUMNanbHbIX 06pa3oBaHUli BCeX YPOBHENR, a Takxe
PYKOBOAMTENei OpraHoB WCMNONHWTENbHOW BnacTu Bonrorpagckoin o6nacTu
OopraHu3oBaTb arnTalLMOHHO-Pa3bACHUTENbHYI paboTy Ccpean HaCeNeHus Mo
NMOBbIWEHNK  YPOBHA  WH(OOPMMPOBAHHOCTWM TpaXAaH O CXemax AelcTBUNA
NPecTyNHNKOB U Mepax, He NMO3BONAKLWMX CTaTb OYepeaHOW XKepTBO MOLIEHHUKOB.

Takxke cuyuTato  UenecoobpasHbIM  BKAOUYMTbH  BOMPOC,  KacalLuiics
NPoMUNaKTUKN MOLIEHHMYECTB, B MNaH paboTbl MeXBEAOMCTBEHHOW KOMMUCCUM NO
npounnakTke NpaBoOHapyLWeHWA Ha TeppuTopun Bonrorpagckoi o6nactm Ha 2018

rog.

3aMecTuUTeNlb HavyanbHUKa A.A. lMogonsaH

ucn. A.B. XXurynbckas
(8442) 30-48-02



MpunoxeHne K nucemy 'y
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CeTb WHTepHeT, ABNASICb KPynHeWWMM cpefcTBOM o6MeHa WHGopmauueid, B
TO e BpeMs MNOPOXAAeT CTPeMUTENbHbIA POCT MPECTYNNeHWiA, CBA3AHHbIX C
MCNONb30BAaHMEM MH(OPMALLMOHHBIX TEXHOMOTUA.

Mpu3HakKn MOLIEHHMYeCcTBa CO CTOPOHbI MOKynaTenda npu npoga>kax B
MHTepHeTE:

1 TMokynaTenb He 0c060 WHTepecyeTcqd TOBApOM, ObLICTPO [AEMOHCTpUpyeT
CBOE XXenaHue cfienatb NOKYNKYy M NepexoiuT K pasroBopy o cnocobe onnartsl.

2. TlokynaTenb nNpocuT Bac Has3BaTb MOJIHble PEKBU3UTbI KapTbl, BK/tOYas
(hamununio-umsa natuHuuen, cpok geinctens n CVC-kog. Mpu nomouim 3TUX LaHHbIX
OH CaMm NIerko CMOXXeT pacnnaTuTbCs Ballelh KapToi B IHTepHeTe.

3. MokynaTenb NPOCUT Bac COO6OLWMTL eMy pa3finyHble KOAbl, KOTOPble NpUAYT
K BaM Ha MOOWNbHbLIA TeneoH, SAKOO6bI HeobXoAUMble eMy A/ COBEPLUEHUA
nnarexa.

Mpu3Hakyn MOLWEHHUYeCcTBa CO CTOPOHbI NpojaBua MNpU MOKyNKa.K B
MHTepHeTeE:

1 OTcyTcTBYeT agpec v TeneoH, Bce 0OLleHMe npepnaraeTcs BecTU uyepes
3NEKTPOHHYI MOYTY UAN NpOrpaMmbl 06MeHa MITHOBEHHbLIMU COOBLLEHUAMMN.

2. OTCyTCTBYET peanbHOE UMA NPOAaBLaA, YeN0BEK NMPAYETCA 334 KHUKOM».

3. MNpopasel, 3aperncTpupoBaH Ha CepBUCe HefaBHO, 00bsABNEHME O Npojaxe-
eIMHCTBEHHOE ero coobLieHme.

4. O6bsABNeHne ony6/MKOBAHO C ownMbKaMKu, cOCTaB/ieHO HebpexHo, 6e3
3HAKOB MpenunHaHua, 3arfnaBHbIMU 6yKBaMu U T. 4.

5. OTcyTcTBYET (hOTO TOBapa, NM60 >Xe MPUNOXeH CHUMOK U3 NHTepHeTa (3T0
MOXHO ONpefennTb, UCMOMb3YSA CEPBUCHI NOMUCKA AY6/IMKATOB KapTUHOK).

6. CNMWKOM HU3Kad LeHa ToBapa B CPaBHEHWW C aHanoramMmu y Apyrux
npofasL,0B.

7. TlpopfaBel TpebyeT MOMHYK WAM 4YacTUYHYK npegonnaty (Hanpumep, B
KayecTBe rapaHTUM, 4TO Bbl MOWNAETe MNonyyaTb TOBap Ha MO4YTe C ONNatoW
HaN0XXEeHHbIM MIaTEXOM).

9. Mpopasey npMHMMaeT onnaty TONbKO Ha aHOHWMHbIE PEKBU3UTHI:
3NeKTPOHHble KOLIENIbKW, MOMNOSIHEHWEe MOOUNBHOrO Tene)oHa WUAM Ha UMS ApPYyroro
yenoseka (poACTBEHHMKA, Apyra u T. 4.).

KaK He cTaTb >XepTBamMu Te}'le(*)OHHbIX MOLWEHHNYECTB:

- Mpu Tene)OHHOM 3BOHKE OT MMEHU AKO6blI POACTBEHHWUKOB U COO6LLIEHUM O
TPYAHON cuTyauum cnepyeT JO3BOHUTLCA A0 POAHBLIX U BGNN3KUX, O KOTOPbIX uget



peyb, BbIACHUTb MOAPOOGHOCTM C/YYMBLUErocs, a He MNepeBOAUTb M He OTAaBaThb
AEHbI HE3HAKOMbIM IO AAM;

- [Mepe3BoHUTHL (a Ny4ywe BCero nofgonTn) B noboe oTaeneHne 6aHka, OT
MMEHM KOTOPOro npuwno coobuieHne o npobremax 06CAYXMUBAHMA NO pacYeTHOMY
cyeTy/KapTe, U pewnTb BCe BO3HMKLIME BOMNPOCHl. MOXHO TakXe NMO3BOHWUTb CBOUM
6/113KMM, KOTOpPble XOPOLO pa3buparoTcad B COBPEMEHHbIX TEXHONOIMNAX, pacckasaTtb
0 NOCTYNWBLUEM COO6LEHNN N CNPOCUTL coBeTa. CnefyeT 3aNOMHUTL: HU OA4MH BaHK
He 6yZeT NpocuUTb Bnafenblia KapTbl COBepllaTbh Kakue-nnbo fencTeua no tenedoHy
nnn coobuiatb PeKBMU3NUTLI KapThl;

- He coobwaTtb He3HaKOMbIM NOAAM (KakK MpuM JIMYHOM KOHTaKTe, TakK U no
TeneoHy WAM  WUHTEpPHEeT-rMepenncke) fJaHHble 0 cebe, CBOUX  BIN3KKX,
POACTBEHHMKaX, 6GaHKOBCKMX KapTax, TO eCcTb /06yl KOH(pUAEHUMANbHYIO
(MMYHY) MHMOPMaLKIO;

- He ocyuwecTBnaTb npegonnaTy 3a ToBap Wau obewaHHyo Bbinnaty (ycnyry),
NPOM3BOAUTL ONNaTy TONbKO NPU UX PAKTUYECKOM MONYYEHUN.

Kak He cTaTb >XepTBO/ UHTEPHET - MOLIEHHNYeCcTBa:

- CnepyeT BHMMaTeNbHO W3Yy4YnTb MHMOPMaLMIO WHTEpPHeT-caliTa, OT3bIBbl,
CPaBHUTb LEHbl 3a WHTepecylwWwmnin Toap. OTCyTCTBUE MH(OpPMaLMK, 3anyTaHHas
cucTema NoayyYeHWs ToBapa 3a4yacTyto ABASKOTCA NpU3HaKamu MOLIEHHUYECTBa;

- MonyunTb MakcMMyM CBefeHW/ O MpojaBue WAM MarasuHe: afpeca,
TeneoHbl, UCTOPUID B COLMANbHbLIX CETAX, Hanuuume cayx6bl AOCTaBKM M T. 0.
[eicTByowme neranbHO  MHTEPHeT-MarasuHbl  WAW  PO3HUYHbIE  MNPOAABLbI
pasmeLLalT MOoMHY MHpOpMaLMo 1M paboTaloT No NPUHLKUNY «onnarta ToBapa nocne
[OCTaBKU»;

- Henb3a coobwatb (NOCbINaTh MO 3/1EKTPOHHON NOYTE) MHPOPMALMIO O CBOUX
NNacTUKOBbIX KapTax. [MpecTynHWKM MOryT BOCMNONb30BATbCA WX PeKBU3UTaAMU W
NPOW3BECTU, HaAMPUMeEp, pasinyHbie NOKYMKMW.

Buabl MOWEHHNYECTB B CETAX COTOBOW M NPOBOAHON CBA3M U B CETH
NHTepHeT

1 MoweHHMYeCcTBa, COBepLlaeMble C WCMNONb30BaHWEM MOOGWUIbLHON U
NPOBOAHON CBSA3N:

a) CoTOBbI 1 NPOBOAHOW Tene)OH MCMNONb3yeTCA KakK CpeAcTBO nepefayu
ronocoBo wuHdopmaunn, nNoABWAbI, TUMbI: «BalW CblH MNonan B aBapuio...»,
«Mama/nanay MeHs MpPo6neMsbl...», «3TO U3 6aHKa/cou3aWnTbl U Mp...».

6) CoToBblli TenegoH wucnonblyerTca ana nepegaun CMC ¢ no>KHOM
nHpopmaymnen: «mama, KMHb MHE Ha 3TOT HOMEpP AeHer, MOTOM BCe O06BLACHKO»,
«Balla KapTa 3absiokMpoBaHa NOAPOGHOCTM MO Ten..», «C Ballero cyera CMuUcaHo
5000 py6nei, nogpo6HOCTM NO TenN...».



B) CoToBblit TenedoH u Balwe 06baABNeHne B ceTn VIHTepHeT (caliiT Avito)
NCMOJMIb3YeTCA MOLUEHHUKOM A5 MOJIyYeHUA OT Bac [AaHHbIX KapTbl W MPUBA3KM
KapTbl K MOOGUIbHOMY Tefle(POHY MOLUEHHMKKA:

- «4 Mo Bawemy 06bsBAeHUO Ha Avito (0 npogaxe, 0 cfaye B apeHay),
coobLWNTe MHE flaHHble C Balleil KapTbl U KOA Ha 06paTHO CTOPOHE A BaM OTNpPaB/i0
OEHBbIN...»;

- «f X04y OTNPaBUTb AeHbIM BaM Ha KapTy 3a ToBap Ha Avito, npegonnaty 3a
apeHay, y Bac KapTa npuss3aHa K MO6UbHOMY 6aHKy, ecin HeT, UAUTe K 6aHKOMATy
S BaC NPOUHCTPYKTUPYIO KaK NOAKIOUYNTL MOOUNbHbLIA GaHK».

Mpy nonyyeHUn COOOLWEHUS He HYXHO Mepe3BaHWBATb Ha YyKa3aHHble
HoMepa. MOLWEHHUKN MOryT noTtpe6oBaTb MepefaTb AeHbrM Kypbepy, NepeynciunTb
MX Ha KapTy, HOMep MOGUNBLHOTO TeneMoHa, NONbITAKTCA NOMYYUTbL OT Bac CBeLeHMUA
0 Bawwein 6aHKOBCKOI KapTe, NPeAsoXnTb NPOATM K 6aHKOMATy M COBEpPLUINTbL Kakue-
nmbo onepauumn y 6aHkomarta, MONPOCAT COOOWMTL KOAbl KOTOpPble MPUXOAAT K Bam
Ha TeneqoH.

B cnyyae nonyyeHus BXOAALLEro 3BOHKa He06X0A4MMO NpeKpaTUTb pas3rosop,
Jaxe ecnum cobeceflHUK BCenseT YBEPEeHHOCTb B CBOel NpaBAMBOCTU. MOLIEHHUKM
06nafalT NCUXONOrMYECKMMIU Npuemamu BBefAeHUSA B 3abnyxaeHue, nmbo obnagatoT
MH(OpMaumein 0 noTepneBweM W ero  6AM3KMX.  AHaNOrM4YHble  caydau
MOLUEHHUYeCTBa BCTpevyarTca M B CeTU WHTEepHeT, HO CcOoOo6LWeHMe O MOMOLLK
nepegaeTca MocpeAcTBOM COOOUWEHMA B COLMANbHOW CETM C JIOXKHOW CTpaHuLbl
POLCTBEHHUKA.

Mpn  COMHEHMM B MNPaBAMBOCTW  MONYYEHHOW WHGDOPMauuMn cnepyet
Nnepe3BOHUTb G/IM3KUM OT MMEHW KOro MpuULLIO cooblieHne, NO3BOHUTbL B GaHK MO
yKaszaHHOMY Ha KapTe, nMb60 B JoroBope TeneMoHy, NoCeTUTb BAMKalilee oTaeneHne
baHKa. baHK HMKOrfa He 3anpawiunBaeT Mo TeneoHy CBeLEHMA O KapTe K/AMEHTa: ee
HOMep, Ko Ha obpaTHou cTopoHe, ®.M.0O. Bnajenbua KapTbl U CPOK €€ felcTBuUA, a
TeM 6o0nee nuH-koh. Ecnu cobecefHWK MbITaeTca MONAYyYUTb OT Bac Takylo
nHpopmaumto, NM6o NPOCUT CoOBWNTL KOAbl, KOTOpPble NPULWAWN Ha Baw TenedoH oT
6aHKa, NpekpaTUTe C HAM pas3rosop.

MpaxgaHam, MMelLWmnm npecTapesblX POLCTBEHHWKOB, COCefeill, 3HaKOMbIX,
HEoOX0AMMO pPas3bACHUTbL UM, Kakume cnocobbl MOLIEHHMYeCcTBa CYLLECTBYKT, Kak
BecTn cebs npu MOMyYEeHUN 3BOHKOB W COOOGLLEHWI MOLIEHHWYECKOro XapakTtepa, a
MMEHHO He BECTW AManoryu ¢ MOLEHHUKaMW, NPeKpaTuTb pasroBOp W MO3BOHUTH
poACTBEHHUKAM. Ecnn noXunoli 4yenoBek nosiyyaeT MEHCUIO Ha OaHKOBCKYH KapTy,
TO NpeanoXute CBOK MNOMOULb B CHATUM C KapTbl [EeHeXHbIX CpeacTs, nb60
npesnoXxnTe pPOLCTBEHHUKY nMepefatb Kapty Bam. Bo MHOrmx cnydasax B Xoje
obLleHMa ¢ npecTapenbiMn NHOLAbMU COOBGLWHUKM MOLIEHHUKOB HaxofATCA B pailoHe
MPOXMBAHUA MOXMWIOro 4enoseka, NM60 y ero goma, nogwesfa. lNpu nonyvyeHuu
MOLLUEHHMYECKOro 3BOHKa Heob6X0AMMO HeMeA/IeHHO CO06WMWTbL O JaHHOM (hakTe B
Nonnuunio.

Ecnm npu MoweHHWYecTBe, B X0fe TeneOHHOro pas3roBopa MPecTYyNHUKOM
Oblna nonyyeHa MHGpopmauns o 6aHKOBCKOM KapTe, TO HEO6XOAMMO WMO3BOHWUTbL MO



Tene(yOHy yKaszaHHOMY Ha KapTe M 3ab/i0KuMpoBaTb KapTy. B [eHb COBepLleHUd
MOLleHHUYecTBa Heob6xoAMMO o06paTuTbCA B 6GaHK C 3asfBNeHMEM O BO3BpaTe
LEHEXHbIX CPeACcTB Ha KapTy, Tak Kak 6aHK 0653aH BO3BpaTUTb [eHeXHble CPeACcTBa,
ecnu onepayus 6bla ocnopeHa BfagenblUeM KapTbl B JeHb onepawum.

Ans npefoTBpaLleHns MOLUEHHWNYECTB Takxe peKoMeHayem He
pacnpocTpaHATb B ceTU VIHTepHeT CBeAeHNs 0 MOOU/IbHLIX HOMepax C UX MPUBA3KOWA
K aHKETHbIM [JaHHbIM, He YKa3blBaTb MOOGW/IbHbIE HOMEpPA Ha COLMaNbHbIX CTpaHuLax,
B NojaBaeMbiX B CeTM O0OOBABMEHMAX He yKasblBaTb PAAOM C HOMEPOM COTOBOrO
TenedoHa Mg n ®amununio, agpec XUTeNbCTBa U APYTYH IMYHYIO MHGpOpPMaLuIo.
He wucnonb3oBaTb B CeTU VIHTEPHET HOMepa CBOWX MOOWMbHbLIX TeneMoHOB, K
KOTOPbIM MpuBsA3aHbl 6aHKOBCKME KapTbl M HOMepa MOOGU/IbHBLIX Tele(hOHOB, KOTOPbIe
NCnonb3ytTca ans paboTbl B «MOOUILHOM GaHKe».

MocnepHee Bpems nofy4yaroT  pacnpocTpaHeHue MOLLUEHHWNYeCTBa,
COBEpLUEHHbIE B OTHOLWEHMM NONb30BaTeNlel ceT NHTepHeT npojalolmx ToBapbl Ha
caliTax 6ecnnatHbiX 06bABNeHUI. [MpogaBuy nocTynaer 3BOHOK AKO6bl  OT
nokynatensa. MoOWeHHWK Nof BWAOM MoKynaTens coobuwaeT, 4TO )KenaeT
npuo6pecTn ToBap, HO NPOXWBaeT B APYrom ropofe W npegnaraet onnatuTb TOBap
nyTem MepeyuncnieHns LeHEeXHbIX CPeACTB Ha Kapry npogasua. Ond sToro oH npocut
npojaBLa Ha3BaTb HOMep KapTbl, Bnajefbla KapTbl, CPOK AEWCTBUSA KapTbl, KOL Ha
obpaTHOW CTOpPOHE, a TaK >XXe COTOBbIi HOMep, MPMBA3aHHbIA K KapTe, NM60 no
YMONYaHUIO UCMNONb3yeT HOMep, YKa3aHHbIl B 006bsABNeHUN. Tloc/ie NonyvyeHUs 3TUX
CBEEeHUI MOLEHHUK WCNONb3yeT faHHble O KapTe [ANA oniaTbl MOKYMNOK B CeTu
WHTepHeT. [lpyroi BapuaHT, KOrga Ha Tefle)OH npojaslia nocTynarT KoAbl OT 6aHKa
M MOLIEHHWK NPOCUT coobwaTb KX AKOObI AN nepeBofa [AeHer, B 3TOT MOMEHT
MOLWIEHHMK noAK/M4YaeT K TeneoHy noTepneBwero, AMb6o K cBoemy TenedoHy
ycnyry «Mo6OuibHbIl 6aHK» U NOXULAeT AeHbrn C KapTbl. TpPeTuin BapuaHT, Korja
MOLLUEHHWK, BbICTYyNarwwWwnin B ponn «nokynatens» npegnaraet npogasuy nponTn K
6aHKomaTy ”, SKO6bl Npou3BeAs HEKOTOpble onepayuu, NONYYUTb AEHbIU, B TPex
YKa3aHHbIX CnyvasX MOLWEHHUK NOXULLAaeT AeHEeXHble cpeAcTBa npogasLa.

r CoToBbIi TenedoH MCNOAb3yeTCA MOWEHHMKAMMK ANA nepefayvn
coobueHnsA, coobuweHnin 4vepes mecceHa>kepbl Viber, WhatsApp ¢ BpefOHOCHOI
nHopmaynen.

Tunbl coo6LWeHNA: «3hecb Haww ¢ ToboW oTo http:\\...», «BalW akKaKyHT,
cTpaHuua «BKOHTaKTe» B310MaHbl, npougute peructpaymio http:\\...», «BbI
BblMrpann aBToMo6unb, nogpobHocTun http:\\...”

HoBblA TUN CO06LEHNIA C BPeLOHOCHOW CCbIJIKOW:

«A N0 BalleMy O0ObABNEHWIO, COrnacHbl M Bbl Ha O0OMEH Ha 370
http:Wfoto3.inc...»

Mpn NOAYyYEHWU [AHHOTO COOOUIEHMA OTKaXMTeCb OT MNPOXOXAEHWUS Mo
YKa3aHHOW CCblIKE U aKTMBALMMW MOMYYEHHbIX CCbINOK. 10 BO3MOXHOCTU NPOBEPbTE
ecTb NN B CeTW WVHTepHeT B MOMCKOBbLIX CUCTEMAax CBEAEHWA O AaHHbIX CCbINKax W
BO3MOXHbIX MOWEHHMYecTBax. Coo6WMUTe Monb3oBaTeNsam CcetTu WHTepHeT, 4To

CMC



[NaHHasA CCblIKa MOLLUEeHHUYecKas. YaanuTe ykasaHHoe cooblieHune, ecnu ybexaeHsl,
4YTO OHO He HaHecno Bpef Bawemy ycTponcTsy.

BpefoHOCHbIe nporpaMmbl CO34alOTCA U YCOBEPLIEHCTBYHOTCA MOLUEHHUKAMMU
perynspHo, u npu paboTte ¢ Tene)OHOM Ber MOXeTe CTONKHYTbCA C BUAOM
BPEAOHOCHbIX MporpamMm, KOTOopble He TpebylT Bawel  aKTUBHOCTM U
CaMOCTOSITENIbHO MOTYT ObiTb 3arpyXeHbl Ha Bawe Mo6unbHOe YCTPOWCTBO 4Yepes
YA3BUMOCTMN OMepaLMoOHHON CUCTEMBI.

B cnyvyae 3apaxeHuss MO6GWUIBHOrO YCTpOWCTBAa PEKOMEHAYeM oOnpefenunTb
Yyrposbl W MOCNeACTBUA MNONYYEHUA [OCTyna Xakepa K Bawemy mMo6uibHOMY
YCTPONCTBY.

11pu3HakaMmmn 3apaxeHus MOOWIbHOrO YCTpOlCcTBa MOryT 6biTb 610KMpPOBaHME
onepaynoHHOM cucTembl, 610KupoBaHue Bxogsawmx CMC coobweHunid, oTnpasBka
NCKYCCTBEHHO  CreHepupoBaHHbIX MOOGW/IbHBIM  YCTPOWCTBOM co06LWeHNA.
3apaKeHHbIl MOOGUNbHBLIA TeneoH cnefyeTr HeMeAneHHO BbIKNKUYUTb. CUM-KapTy
NnepeBbINYCTUTbL Y Onepatopa, a TeneoH COXpaHWUTb AN NOCNEeLYHOLWero u3yyeHus
nonvuunenn, ecnn 6GbII0 COBEPLUIEHO MOLIEHHWYECTBO, MO0 nepefaTb B CEPBUCHbIN
LLeHTp, ecnu AeHbr NOXWLLEHbI He OblN.

Ecnm K paHHOMY MOGWIbLHOMY YCTPOWCTBY mnpuBsf3aHa 6aHKOBCKas KapTa,
O0aHKOBCKMe ycnyru Takue Kak «MobunbHbli 6aHK», «OHNailH baHk», «VHTepHeT-
6aHK», TO He0ob6X0AMMO CpPOYHO cCBA3aTbCA C 6GaHKOM, 3abnoKupoBaTb KapTy W
NPUOCTaHOBUTbL 06CNYyXWBaHWe NO cyeTam. Ecnv ¢ nomowblo TeneoHa 3TO He
yaaetcs caenatb, TO HEO6X0AMMO 06paTUTLCS B GAMXKawee oTaeneHme 6aHka. Ecnm
MO6U/IbHOE YCTPOWCTBO WCNOMb3yeTCA AN AOCTyna K CTpaHuMuaMm B COLMAaNbHbIX
ceTax, TO Heobxoagumo C APYyroro YycTpoictea nNM60 KOMMNblOTEpa BbIATM B
coLManbHY CeTb U CMEHUTb NPUBSA3aHHbLIA HOMep TenedoHa.

3apaxeHHOoe MO06MIbHOE YCTPOWCTBO TaK >Xe ABAAETCA  MUCTOYHUKOM
pacnpocTpaHeHWs BPELOHOCHOW WHGpOpMaLMM N0 KOHTaKTaM, cOAepXalumcs B
TenedoHe. Ona npefoTBpaLLEHMA PACCbI/IKM HEOOXOAMMO YBELOMUTb MaKCUMasbHOe
KONMYeCcTBO 3HaKOMbIX O Bawel npo6neme v 0 BO3MOXHO NpUXOAAWMX oT Bawero
NMEHU BPefOoHOCHbIX COOBLLEeHNAX.

B cnyvae ecnn ¢ Bawero TeneoHa wAM 6aHKOBCKOW KapTbl MOXUTWUN
[eHeXHble cpefcTBa HEOOX0AMMO B [iIeHb COBEPLUEHUA XULeHUd obpaTUTbCA B GaHK
C TpeboBaHMEM BEpPHYTb [eHeXHble CpefcTBa, 3ab6/0KMpOBaTb Ball CYET, 3anpeTuTb
nepeBoj [AeHEeXHbIX CPeACTB C Ballero cyeta Ha [pyrue cuyerta, MPUOCTAHOBUTb
06CNy>XunBaHWe CUYETOB Na KOTOpble OblIN MepeyncrieHbl BallW [eHeXHble CpeicTBa.
Mocne nonyyvyeHns otTBeTa OT 6aHKa, C BbIMUCKOMN MO cYeTy 06paTUTHCA B MOAULMUIO.

OfHMM K3 pacrnpoCcTpaHeHHbIX MOOWIbHBLIX MOLIEHHWYECTB TakKXe fBNAeTCA
ncrnonb3oBaHWe aybnmMkata CUM-KapTbl ANA AOCTyNa K CMCTEMaM AUCTaHLMOHHOrO
ynpasneHus 6aHKOBCKMM cuyeTOM. [puM3HaAKOM ucnonb3oBaHuMA Ay6nunkata Balei
CUM-Kaprbl fBnAseTcA 6/0KMpOBaHMe focTyna MoOWAbHOW cBA3W. B aTtom cnyuvae
HEeo6X04MMO CPOYHO 06pPaTUTLCA K MOOUILHOMY OonepaTtopy W NepeBbiNyCTUTb CUM-
KapTy. B cnyyvae NOATBEPXAEHUA  MOOUNbHBIM onepaTtopom (hakTa
HeCaHKLMWOHMPOBAHHON 3aMeHbl Bawei cum-kapTbl He06X0LMMO  HanmucaTb
NMPeTeH3n0 B COTOBYH KOMMNaHWUIO 1M 06paTUTLCSA B NOMULUIO.



MOXHO u36exaTb Yy4yaCcTU >KepTBbl [aHHbIX MOLIEHHNYECTB,
cnefoBaTtb CNefyOLWMM peKOMeHAaLnAM:

- Ana paboTbl C GaHKOBCKMMW KapTamu, cucteMaMn «MoOGUNbHbIN
«baHK-oHNaH», «WHTepHeT-6aHK» W Ap. MCNONb30BaTb OTAeNbHOE MO6T
YCTPOWNCTBO, He NpefHa3HaYeHHOe A/19 Pa3roBOPOB U pa3BreyeHnsa B ceTu MHTe

- He ykasblBaTb HOMepa MOOGUIbHbLIX YCTPOWCTB, UCMONb3YEMbIX AN Pa(
06aHKOBCKMMU KapTaMu W AUCTaHLWOHHOIO ynpaBneHMsa 6aHKOBCKUM cueTo!
KOHTaKTHbIX B CeTU VHTepHEeT, B 00bABNEHNAX U Ha CTpaHMLax coumanbHbIX Ce

- Mpuobpect M yCTAaHOBUTb Ha MOOGUNbHOE YCTPOWCTBO NINLEH3N
aHTUBUPYCHOE NporpaMmHoe obecneveHne U3 opuymManbHbIX NUCTOYHUKOB;

- YKasaTb B OoroBope ¢ 6aHKom, NMb60 B MHOI hopme cornacoBatb C Or
4YTO ynpasfieHWe 6aHKOBCKMM CYETOM W MpOBefeHWe onepayuini no Kapre
OCYLLEeCTBAATLCSA TOIKO C OLHOrO0 MOOWABLHOFO YCTPOWCTBA C OfHUM
OrpaHuYnTL Kpyr onepauuii, yCTaHOBUTb JIMMUT, KOTOPbI MOXXHO MepeBo;
NOMOLLLK MOBUIBHOIO YCTPOICTBA;

- 3anpeTuUTb NepeBO/ BCEro 06beMa AeHEeXHbIX CPeACTB C KapThl, CYeTa.

2. MolweHHnYecTBa, coBepliaemMble B ceTU VIHTEPHET H C HOMI
MHTepHeT:

a) MolweHHMYecTBa MNpU npoja>ke TOBapoB B CeTu WHTepHe
npegonnaTe (pacnpocTpaHeHHble BuAbl: npogaxa Iphone, uudposoii, 6b
TEXHUKKN, 0AeXAbl, 00yBMN, aBTOMOOMNEl, aBTO3an4yacTen);

6) [lonyyeHme OT WHTeEpPHeT MarasumHa, npojasua ToBapa
COOTBETCTBYIOLLErO 3aAAB/IEHHOMY.

Pa3sBuTve [JaHHbIX BUAOB MOLIEHHMYECTBA 0O6YC/NOBNEHO UYefioBeye
(bakTOpPaMu,  TakMMWU,  KakK  >XenaHue  C3IKOHOMMUTb,  OTCYTCTBUE |
PacrnofiOXXeHHbIX Mara3uHoB C TaKUM TOBapOM, MOJIHOE OTCYTCTBME Npeanoxe]
pblHKe. OCHOBHbIMU NpuobpeTaeMbiMM TOBapaMu SABAAKTCA MpPegMeTbl Poc
poporasi umgposas TexXHWUKa, aBTOMOOWAW, Wy6bLlI, 6peHaoBble Beww. Kckn!
MOMIHOCTbIO (haKTbl NPUOBGpPeTEeHWS TOBApPOB MNEPBOA HEOOXOAMMOCTU. K<
CIKOHOMUTb NMPUBOLMUT 3a4acCTy K MOTepe BCEX AEHEXHbIX CPeAcTB, B CBA3M
nepsas U OCHOBHas peKOMeHJauusa - npuobpeTaTb BEWM 3a UX PEaNbHYIO cro:
N He nckatb npeanoxeHuin ¢ 30-50% BbIFOAONM, TaK Kak 3TO MPOTMBOPEUMUT B
NpUHUMNAM pblHKa, TM60 MPUCNaHHbLIA TOBap OKaXeTcs NOAAENKON, Heucnpr
nnbo He yA0BNETBOPAKOLWMM 3anpocamM MnokynaTens.

Me cTtouT npuobpeTaTb TOBapbl B WHTepHeT-MarasnMHax MNO3ULUOHUP)
cebs Kak pOCCUICKME, HO MMetowme cailTbl B JOMEHHbIX 30Hax com .org .t
.info .tv .mobi.

Oco6oe BHMMaHue cneayeT yAenuTb OT3biBaM B CeTM WHTEpHET K Aa
WHTEepHEeT-MarasuHy, npogasuy. [IpoBepuTb Korga Obln €O3[4aH MarasuH,
CosfiaH M OH rof u 6onee Hasad. Ecnm caidT cyuiecTBYeT MeHblUe Mecsala, TC



0TKas3aTbCA OT MOKYNKW. MOXHO MPOBepUTb Hanuuume oduca y AaHHOro marallHa,
YAOCTOBEPUTLCA B CeTU VIHTEpHET, 4TO TakoW AOM CyLLeCcTBYeT, MOCMOTPETb ero Ha
Kapre, (hOoTO-CHMMKax, naHopamax AHpgekc, Fyrn. Y6eauTbCsd, 4YTO Ha [JOMe ecTb
BblBeCKa MarasuMHa, nnMbo uMerTcs OQUCHble NoMelleHUA. Ha CHUMKax Takxe
MOXHO Yy3HaTb Has3BaHWs, TeneMoHbl 6IM3KO pPacnofIOXXEHHbIX OpraHu3auuni,
MO3BOHUTb UM W BbIACHUTb OCTOBEPHOCTb UH(OPMaLUU. B MHTEpHET-CNpaBOYHUKAX
HalTW TeneoHbl afMUHUCTPATOpa OPUCHOro LeHTpa, pecenweHa, yb6eauTbca, 4To
TakoOW MarasvH WA UHAUBWUAYANbHbIA  NpeAnpuHUMATENb  CYLECTBYOT MU
OCYLLECTBNAIOT CBOK [eATeNIbHOCTb B JaHHOM 34aHuW. TToNyYeHHYO WH(OpMaLmnio
cnefyet Ucnonb3oBaTb NPy 06LWEHUM NO TenedoHy e COTpyAHMKaMU MarasuHa. Ecnu
mMarasmMH uauM npojasel, 0TKa3blBAOTCA 3BOHUTb MO TeneOHY W npepnarawT Apyrue
cnocobbl obuweHuns, Takne kak Viber, Skype, WhatsApp u gpyrue, nn6o marasuH
TeneoHa He UMeeT, clefyeT O0TKa3aTbCA OT NOKYNKW. B xone obuweHns no teneoHy
MOXHO COOOWMUTb, YTO HaxOAMTecb B ropofe npofasua, MarasvHa v nNpegnoxuTe
3abpaTb TOBap C€amMOBbIBO30OM W OMJaTUTb HaJuyHbiIMM B oduce. B cnyvae
KaTeropMyHoro otkasa cneflyet 0TkKa3atbCA OT MOKYMKW.

Mpn npuobpeTeHUM [OPOroCTOALMX Beleild, TakMX Kak aBTOMOOGUIb,
LOpPOXHaA TeEXHUKA, CTPOUTENbHbIE MaTepuasbl, peKOMeHAyeM MOTPaTUTb AEHbIN Ha
jopory o ropofja npojasua W YyLOCTOBEPUTLCA B HanMyMm npofasua WM ToBapa.
Nln6o HakTM B ropofe npojaBLa 3HAKOMbIX W MOMPOCUTb WX MPOBEPUTH
[OCTOBEPHOCTb MPeaoXeHns B ceTn MIHTepHeT. Ecnm ke Takoi BO3MOXHOCTM HET,
TO ONNaTUTb YCAYrM HOPUCTa, COTPYAHMKA aBTO(UPMbI, 3aHMMalOLWelics B ropofge
npofasua Npojaxeim nm CKYnkKoin aBTO W 3a CUMBOSIMYECKYIO MaTy NpejnoXuTb emy
BCTPETUTHLCA C NPOAaBLOM M OCMOTPeTb aBTO W [OKYMEHTbl. 3TO Kacaetca Mu
npuobpeteHns cTpoimaTtepuanoB W MeTannia - obpatutecb K ycnyram wpucra B
ropoge npogasua. Jltobble npucnaHHoble Bam no WVHTepHeTy oTorpadun, ckaHbl
LOKYMEHTOB M aBTOMOOUNA MOLIEHHUKWN C NErKOCTbO NOAAeNbIBalOT.

B HacToAauwee BpeMs 60MbWNHCTBO MHTEPHET MarasnHos pab6otato no 100 %
npegonnate, npu CcO6GNOAEHUN YKa3aHHbIX peKOMeHZauuin MOXHO COBEpPLUUTb
yAauyHY0 MOKYMKY.

HacToATeNbHO peKoOMeHAyemM He OCYULeCTBAATb «C/lenble» MOKYNKN B
coumanbHbiX CceTaX. AAMWHUCTpPaUMA CcouManbHbIX CeTe WCKAKYuna pasgensbl
00bABMEHUI C CcalToB W He HeceT OTBETCTBEHHOCTb 3a COBepllaemble C
MCNONb30BaHWEM CETU LEeNCTBMA NOMb30BaTeNen.

B cnyyae HeobxoguMmMOCTUM npuobpecTM TOBap uepe3 couManbHYK CeTb
HeobXoAMMO TULaTeNbHO MPOBEpPUTbL MpojasLa, 06f3aTefibHO CBA3ATbCA C HUM MO
Tene(oHy, paccnpocuTb NOAPOOHOCTM O ToBape, noTpeboBaTb (poTorpaguu ToBapa B
jetanax, npeanoXuTb OTNPaBUTb TOBAp KYpPbepCKOW CAYyX60M W HaNOXeHHbIM
naaTexxom, 06roBopuTh BO3MOXXHOCTb BO3BpaTa TOBapa, BO3MOXHOCTb CaMOBbIBO3a.

MpoBepuUTb OT3blBbl W OCTAB/MIEHHbIE KOMMEHTapuu B rpynmne n Ha cTpaHuue
npogaBua. Ecnv HeckonbKo nonb3oBaTeneil CeTW pasMeLiaroT Cnaowb XBasiebHble
OT3bIBbl U PEKOMeHAaLnmn, T0 CTOUT MPOCMOTPETb CTPaHULbI 3TUX NONb30BaTEeNleN, He
SABNAKTCA N OHU «(PEKOBbIMU», €CTb IN Y HUX Ha CTpaHuLax NnUHble GoTorpapun,
60/blIOE KONWYECTBO Apy3eil. LaHHYK WHPOPMALMIO MOXHO MPOCMOTPETb U Ha



cTpaHuue npogasuya. CTpaHuua npojaBuUa AO/MKHA OblITb AaKTWBHOW, Ha HeM
PerynsapHo [O/KHbI pa3MellaTbCcs JIMYHbIe ¢oTorpadunu, OBHOBNATLCA anbObOMblI,
JO/MKHbI OblThb CBefleHUs 0 MecTe yyebbl M paboTbl, a B APY3bAX AO/DKHbI OblTh
«KWBbIe» N aKTUBHbIE NONb30BaTeNn. MOXHO YTOYHUTb, FAe HaXOAMTCA npoaasel, B
Kakom ropoje, npeanoxutb 3abpaTb ToBap AKO6bl BallMM 3HAKOMbIM, HaXo4ALWMUMCA
B A4aHHOM rOpojAe W OUEHUTb peakuuto npogasua. Ecnm B ceTn Bbl 06ULaeTeCH C
marasMHom, TO NOTpebylhTe COOOWMTL CcalT MarasmHa B CeTu VIHTepHeT,
IOPUANYECKU N (akTuueckmin agpec. [pu nOOOM COMHEHUM OTKaxuTtecb OT
npnobpeteHns ToBapa co 100% npegonnaToli yepes colmManbHY CETb.

LLinpokoe pacnpocTpaHeHMe B ceTu WHTepHeT Takxe npuobpeTtaroT
MOLUEHHNYEeCTBa C NPUB/IEYEHNEM CPeACTB MOSib3oBaTenel Ans UX NPUYMHOXEHUS B
(hMHAHCOBbLIX MNMpamuaax, KoomnepaTmBax, MUKPOGPUHAHCOBLIX OpraHusayusx,
oupxax, OYKMeEKepPCKnX KOHTOpax, PbIHKaX 3NEeKTPOHHbIX BasOT.
MpaBoOXpaHUTENbHbIe OpraHbl HacTOATE/IbHO PEKOMEHAYKT He BCTynaTb B KaKue-
NM60 OTHOLWEHUA C TaKMMK opraHu3aunamy wn nuuamu, npegnaralWUMn Takue
YCNYyru, Tak Kak MHOTMe KOMMNaHUN Y UHTEPHET caiTbl JaHHbIX KOMMNAHUIN HaXoAATcs
3a pyb6exom, opraHusauum paboTaldT N0 3aKoOHaM [Apyrux rocyfapcrts, nun6o
M3HayafbHO MOLUEHHWYECKUE, U BepHYTb 3aTpayeHHble Ha [JaHHble MPOEKTbl AeHbIN
NMPaKTUYeCKN HEBO3MOXHO.

B) CalThbl «N0oAAeNKNU», a TakK >Xe PULNHIOBble CANTbI.

[aHHbIA BUA MOLIEHHMYEeCcTBA nNpepnonaraeTt, 4YTO >XepTBa MOCYMTAeT caulr
3HaKOMbIM ¥ NpuoGpeTeT Ha HEM ToBap, YCayry, nubo YyKaxeT [aHHble CBOeW
6aHKOBCKOW KapThl.

EAVMHCTBEHHON pekomeHpjauuell MOXeT OblTb MPOSABAEHWE BHUMATENbHOCTU.
Heob6xoaMmo o6paTuTb BHMMaHME Ha afjpecHyl0 CTPOKY caiTa, Ha3BaHWe caiTa, ecTb
M Kakune-nnb6o [o6aBOYHbIE CUMBO/bLI  WMAM  Ha3BaHUA B afpecHO CTPOKe,
pacnonoXeH Nu caT B [JOMEHHON 30He «ru». CKONuMpoBaTb Ha3BaHWe cailTa U3
afpecHoO CTPOKW M NPOBEPUTbL B MOWUCKOBOW cucTteMe. He cTOWUT AOBepsAThb calitam,
MMELWMM B Ha3BaHWW 3HAKOMble C/I0BA, HO PAaCMO/IOXXEHHble B LOMEHHbIX 30HaX
.com .org .biz .net .info .tv .mobi n gpyrux He cBA3aHHbIX C POCCUACKUM WUHTEPHET
NMPOCTPaHCTBOM.

HeofHOKpaTHO NpoBepbTe caliTbl B pasfenax KOTOPbIX, NAaHMpyeTe yKas3aTb
flaHHble O CBOeil 6aHKOBCKOW KapTe, No fJaTe co3faHWA calTa, MO TenedoHam
YyKa3aHHbIM Ha CaiiTe, No O0T3biBaM B CeTu VIHTepHeT, cnefyeT YTOUYHUTb HET K caliTa
B pa3nMyHbiX 6nek nuctax cetu WIHTepHeT. MOMHMTE, MOLWEHHWUKY [OCTATOYHO
HOMepa KapTbl M Kofa Ha o6paTHON cTopoHe KapTbl (CVV Koa, cOCTOAWMIA U3
dyeTblpex LUGpP) 418 NOKYNOK U onnatbl yCnyr B ceTu NHTepHeT. Apyrue faHHble, ro,
KaKk CpPOK AeNCcTBMSA KapTbl, OH MOXeT nogobpaTb, a MMA M (GaMunnmi Bnagenbua
y3HaTb OT Bac NM60 M3 ceTn VIHTepHeT C BallNX NNYHbIX CTPaHWUL,.

Ecnn Bbl cTanu >XepTBOM TaKOro cailta M 3amMeTUNM 3TO MOCAe NPOBeAeHUs
onepayumn, NOKynkKu, 3abnokKMpyinTe KapTy v obpaTtutech B 6aHK B ieHb NPOBeAeHMUA
onepauuy gna eé OTMeHbl U BO3BpaTe AEHEXHbIX CPEACTB.

Mpn NoKynke aBuna, >XeNe3HOLOPOXXHbIX OWUIETOB HE ULWWUTE OYEeHb [eLleBble
OuneTbl Ha COMHUTENbHbLIX calTax, TeM 60/ee pacnos0oXeHHbIX B AOMEHHbIX 30HaX



.com .org .biz .net .info .tv .mobi . [ocTynHble no ueHe OWNeTbl XenaTteabHO
npuobpeTatb Ha OPULMANbHBIX caiTax KOMNAHWN-NepeBO34YNKOB.

'y MBZA Poccumn HO Bonrorpagckoin obnactu



